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Overview

PrismAV is an integrated virus scanning solution that allows you to scan and
repair virus infected files. It works with a number of products, including PrismAV
for iMS (inFusion Mail Server) and PrismAV for ColdFusion (CFX tag). The
product combines advanced signature scanning technology with heuristic
analysis and macro certification techniques to help prevent both known (and
unknown, see “Sandbox” feature below) viruses from infecting your systems.
PrismAV automatically updates virus definitions with its Auto-Update Service.

As viruses become more commonplace (toolkits are available on-line for easy
virus creation) it becomes increasingly important to be diligent about network
security. It is wise to incorporate a system to prevent such virus distribution from
your systems.

PrismAV uses a robust and seasoned virus scanning engine developed by
Norman Data Defense Systems. This engine has won 20 VB 100% Awards. The
VB 100% award is a prestigious industry award that is given to virus scanning
engines that have been proven to:

o detect all “In the Wild viruses” during both on-demand and on-access
scanning and
o Produce no false positives.

(http://www.virusbtn.com/vb100/archives/products.xml?table)

This advanced virus-scanning engine is also available with a patent-pending
integrated sandbox which will detect malicious code and, therefore, detect
unknown viruses as well.

Note: The PrismAV sandbox is not part of the standard PrismAV package but is
available separately.



System Requirements

HARDWARE

e Pentium 11/300 or higher recommended
e 64 MB memory (128 MB or higher recommended)
e 2 MB disk space for software

SOFTWARE

e Microsoft Windows NT /2000, 95 or 98 (MS Windows NT Server
recommended)

OTHER

The auto update function (which updates virus signatures) requires an internet
connection and unblocked access to the standard HTTP port (port 80).



Installation

PrismAV is distributed as a single executable file, PRISMAV54.exe, which can be
downloaded from our web site (www.coolfusion.com/downloads).

Installing the Virus Scanning Engine

When you start the engine installer you will see an initial installation dialog a
welcome screen as shown below:

]i,.,E': Setup - Prizm AY Engine 1.0 !El

Welcome to the Prism AV Engine
1.0 Setup Wizard

Thiz will ingtall Prizm A% Engine 1.0 an your computker.

[t iz recommended that you claze all other applications befare
[ continuing.

Click Mest to continie, or Cancel bo exit Setup.

Cancel |

The screen above shows the installer for Prism Engine version 1.0. Click on the
“Next” button to continue installation.



You will be prompted to accept the license agreement and select the folders and
program group for the engine.
fis! Setup - Prism AY Engine 1.0

Licenze Agreement
Pleaze read the following important infarmation before continuing.

Pleaze read the fallowing Licenze Agreement. You must accept the terms of thiz
agreement before continuing with the inztallation.

k5 oftware License Agresment i‘
[Frizmdy’ Enaine]

Matice: This software iz provided in stict accordance with the following terms and
conhditions [the “Aagreement’’], which are an express condition of your acceptance
and uze of thiz Software. By the act of instaling the Software, vou agree to and
accept the fallowing terms and conditions. |F pau are not willing to accept and be
bound by these terms and conditions, then vou are not authorized to install and may
hat Lze the Software. Yaour use of the Saftware iz expreszsly made conditional an
wour agzent to the terms and conditions contained herein,

-
(| accept the agreement

{* | do not accept the agreement

< Back | | Cancel

You will be shown an information dialog that includes the key code for your
computer.

Information o [=] E3

Thiz part of the inztallation allows you to request a B0 day demo license from our |
licenze key server or install a permanent key uzing a purchaszed zenal number.

When pou click on the Send button our key zerver will be contacted and either a
demo license or permanent licenze will be izsued for thiz machine.

Dema licenzes are obtained by entering the ward DEMO as the praduct serial
number. Permanent icensesz can be purchazed from:

hittp: &, CoolFuzion. com

IF wou hawve any problems connecting to our key server or if thiz machine iz not
connected o the intermet then e-mail the fallowing information o our sales
department at zales@CoolFusion. com.

One of aur zales staff will zend you a zoftware key that can be installed manually
by clicking on the Manual [nstallation buthan,

Froduct: Prigrmdh’
k.ey code: OlGkdICUnOwD 4B +L50uGnsqif TEHkEwE<O+D =




Note: Product registration requires that your computer have outgoing
access to port 80 (standard HTTP port).

If this is not possible, you will need to obtain a software key from our
sales department and install the key manually. To request a software
key, send an email to sales@coolfusion.com and include the product
(PrismAV Engine) and key code (key code is displayed in the last line of
the Information box, see above). You will receive an email that contains
a software key that can be installed using the “Manual Installation”
option.

When you click on the OK button you will be prompted to enter a serial number.

PrismAY Key Installer (4.0] B
Serial Number A3l
Options | J

e-mail addresz |

t'ou may optionally enter your e-mail address
in the zpace above ko be notified of product
updates and announcements.,

Send I Claze |nfarmation b arual [nztallation

Serial Number: Enter your purchased serial number, or enter
DEMO for a 60-day fully functional demonstration version of the
software.

Options: Not used.

e-mail Address: Enter your email address to subscribe to our
support mailing list.

Click on the Send button to begin the registration process.

Once the installation has completed you can configure the Prism Auto Update
settings.



Configuring the PRISMAV Auto Update Service

The Auto Update service downloads the most current virus definitions (.DEF
files) to your server, ensuring the most up-to-the-minute protection. This service
will check for updates when you are connected to the Internet, and will download
and apply the .DEF files in the background so you do not need to download and
apply these files manually.

Note: For the Auto Update service to run, your computer must have outgoing
access to port 80 (standard HTTP port).

The installation process should have started the auto-update engine
automatically and you should see the following icon in the Windows task bar:

&

Right-clicking on this icon will bring up the PrismAV Auto-update engine menu as
shown below:

@ Configuration

p:\ ! Immediate update

13 [nfarmnation
ﬂ Shutdown

The menu allows you to:

e Schedule the frequency of your virus definition updates

¢ Request an immediate virus definitions update

e View product information, including subscription expiration date, and last
virus definition update

e Shutdown the auto-update engine.



Configuration

Select the Configuration option to bring up the scheduler and email settings
shown below:

PrizmAY Auto-update configuration
File
Scheduls
]
Select hLm T 1
ML [ 1 anday {1
[ 1 Tuesday 13
[ ] #ednesday [ 14
(1 Thursday (15
Miscellansous
Log Folder
|C:PrismahLogs' =
Adrmin email
| Test |
[+ Email Ermar Reports [+ Email Status Reports
b ail Server

Schedule: The frequency that your server will check for new virus
definitions. Default. Daily at 6am.

You may select updates that occur:

Hourly

Daily (at a selected hour)

Weekly (at a selected hour and day or days of the week)
Monthly (at a selected hout and day or days of the month)

Log Folder: The location of the PrismAV log files
Default: c:\PrismAV\Logs\

Admin email: The email address that will be used for email notifications

Email notifications are separated into two categories:



Error Reports: Errors reported by the Auto Update service. Example:
Error $xxxx occurred while refreshing engine (Recommended)

Status Reports: Contain information regarding stop/start of service,
signature update information, etc.

Mail Server: The email server to use for sending mail

Test: (Optional) Click on the Test button to make sure that the updater
can send you email properly.

When you are done entering changes, click on the File/Save Settings menu
option to save your settings.

Immediate Update

The Immediate Update menu item causes the system to perform an immediate
update of virus signatures, bypassing the schedule option.

Information

The Information option displays an information dialog on your screen as shown
below.

PrisM &)

Sernial number: DEMO

Auto-update engine iz running.

Subgcription expires Jul 17, 2003

Mext download attempt; Jun 14, 2003 0600
Last download attermpt: Jun 13, 2003 14:58
Lazt successful download : Jun 13, 2003 14:53
Last Pall Status: Success

Frizm Anbitirus duto-Update Engine

Copyright 2003 On-Line Data Solutions, [nc. ey Prigméh com

The information shows the serial number, expiration date and other information
pertaining to virus signature updates.

Shutdown
Stops the Auto Update service.



Suggestions and Support

Your comments and suggestions for PrismAV are appreciated. Please email
your comments to support@CoolFusion.com. Technical support for iIMS is also
available from this email address or by joining our support email list. You can
join our support list at www.CoolFusion.com/support

On-Line Data Solutions, Inc.
1919 Middle Country Road, Suite 204
Centereach, NY 11720-3501

Phone: (631) 737-4668

FAX: (631) 737-9539

Sales: sales@CoolFusion.com

Technical Support: support@CoolFusion.com




